[Tpunoxenue 2. THDOpManMOHHASA MaMATKA [ OOYJAIONIUXCSA IS pasMeIeHus Ha O(QUIIUAIBHBIX
HHTEpHeT-pecypcax

C KaXXIpIM TO/IOM MOJIOZIEXKY B NHTEPHETE CTAHOBUTCA 0OOJIBIIIE, 4 IIKOJIBHUKH OJHU U3 CAMBIX aKTUBHBIX
rosp3oBaresiel Pynera. Mex/iy TeM, HOMHMO OIPOMHOTO KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HECET U
Ipo6sieMbl. DTa MaMATKA JOJDKHA TIOMOYb Tebe 6e30I1acCHO HaXO/TUThCA B CETH.

KomnbrorepHsbie BUPyCHI

KoMnpIoTepHBIHM BUPYC - 3TO PAa3HOBUAHOCTb KOMITBIOTEPHBIX IIPOTPAMM, OTJIMUYUTETBHONH 0COOEHHOCTHIO
KOTOPOH SIBJISIETCS CIIOCOOHOCTH K pA3MHOKEHUIO. B /T0TIOJIHEHNE K 9TOMY, BUPYCHI MOTYT IIOBPEIUTH FJIH
[IOJTHOCTBIO YHUUTOKHUTH Bce (ailyibl U TaHHBIE, IOJKOHTPOJIbHBIE IT0JIb30BATEI0, OT UMEHH KOTOPOTO
ObLIa 3amylieHa 3apaKeHHas IPOrpaMMa, a TaKiKe MOBPEIUTh WJIH JIaXKe YHUUTOXKUTDH OIIEPAIIOHHYIO
cucreMy co BceMu GaiylaMd B I[€JIOM. B GOJIBIIMHCTBE CIy4aeB PaCIPOCTPAHSIOTCS BUPYCHI Uepe3
WHTEpHET.

MeTO[[I)I 3alIUThI OT BpEJOHOCHBIX ITPOTr'paMM:

1. Mcmonp3yld cOBpeMeHHBIE OIepaIlMOHHbIE CUCTEMBI, UMEIOIINE CEePhe3HBI YPOBEHb 3aIUTHl OT
BPEeJIOHOCHBIX IIPOT'PaMM;

2. [locTosiHHO ycTaHaBIUBal mayTu (IU(pPOBbIe 3aIIATKH, KOTOPble aBTOMAaTUUYECKH YCTAaHABJIMBAIOTCS C
[IeJIBI0 JTOPAOOTKH MPOTPAMMBbI) U JPYrHe OOHOBJIEHUsI CBOEU OIepaliMOHHOU cucreMbl. CKaumBall HX
TOJIBKO ¢ oduruanpHoro caira pazpaborumka OC. Ecau cylmecTByeT peXUM aBTOMATHYECKOTO
OOHOBJIEHU S, BKJIIOUH €r0;

3. Pabotaii Ha cBoeM KOMITBIOTEDE I10/] IIPABAMU II0JIb30BATEIA, & HE a]MUHUCTPATOPA. TO HE IIO3BOJIUT
OOJIBIITMHCTBY BPEIOHOCHBIX IIPOIPAMM HHCTAJ/UTIPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMITBIOTEDE;

4. Victioytb3y¥i aHTUBUPYCHBIE IIPOTPAMMHBIE TPOAYKTHI U3BECTHBIX ITPOU3BOUTENIEH, C AaBTOMATHUYECKUM
oOHOBJIEHHEM 0a3;

5. Orpannyb GU3UIECKUH TOCTYII K KOMITBIOTEPY JIJIsSI IOCTOPOHHUX JIUII;

6. I/ICHO.TII)Syﬁ BHEITHHE HOCUTEIN I/IH(I)OpMaLII/II/I, TaKHe KaK ¢)J1e1111<a, JAUCK HJIN (baf/'m U3 WHTEPHETA,
TOJIBKO U3 ITPOBEPEHHBIX NICTOUHUKOB;

7. He oTKkpbIBali KOMIIbIOTEpHBIE (DAIBI, TOJyUeHHbIE U3 HEHAJEXKHBIX UCTOYHUKOB. Jlake Te Qaiibl,
KOTOPBIE IIPUCIAT TBOW 3HAKOMBIH. JIydIlle yTOUHH y HETO, OTIIPABJISLII JIU OH TeOE UX.

Ceru WI-FI

Wi-Fi - 3T0 He BUJ Nepefjayu JaHHBIX, HE TEXHOJIOTH, a BCETO JIUIIL OpeHA, Mapka. Eiie B 1991 roay
HUJIepJaH/ACKass KoMIaHusA 3apeructpupoBana Openn "WECA", yto 0603HAYasio CI0BOCOYETAHHE
"Wireless Fidelity", koTopbiii mepeBoguTCs KaK "GeCIpoBOAHAS TOUHOCTD' .

Jlo Hammero BpeMeHHU JAoILIa Apyras ab0peBwaTypa, KOTOpas fBJISETCSA TAKOH K€ TEXHOJOTHeH. ITO
abbpesuatypa "Wi-Fi". Takoe HazBaHMe ObLIO JAHO C HAMEKOM Ha CTaHAAPT BBICIIEH 3BYKOBOH TEXHUKHU
Hi-Fi, yTo B mepeBozie 03HAYAET "BHICOKASI TOUHOCTH .

Jla, GecrlaTHBIH WHTEPHET-ZOCTYI B Kade, OTeJsAX U a’pOIopTax SABJISETCA OTIUYHOM BO3MOXKHOCTHIO
BBIXO/Ia B WHTepHeT. Ho MHOTHe 3KCIepThl CUMUTAOT, YTo obmezoctynHble Wi-Fi ceTn He sABIAIOTCA
6e301macHbIMU.

CogeTbl 110 6e30macHOCTH PabOTHI B O0IIETOCTYITHBIX ceTsax Wi-fi:

1. He mepemaBaii cBoio simunyio wHdopMmanuio udepe3 obmenoctynHble Wi-Fi cetu. Paboras B HuX,
JKeJIaTeJIbHO He BBOAUTH MAPOJIH IOCTYIIA, JIOTUHBI U KaKUe-TO HOMEPA;

2. Vcnosp3yl 1 0OGHOBJISN aHTUBHUPYCHBIE IPOrpaMMBbI 1 6panMayep. Tem cambIM ThI 06e30macuInb cebs
OT 3aKaYKH{ BUPyca Ha TBOE YCTPOKCTBO;



3. IIpu ucnosp3oBanun Wi-Fi otxiroun dbynknuio "O6muii qoctyn k daiiam u npuntepam”. JlanHas
(yHKIIMA 3aKpBHITA O YMOJTYAHUIO, OHAKO HEKOTOPHIE IOJIb30BATEIN AKTUBHUPYIOT ee I ymobcTBa
HCIIOJIb30BaHUA B paboTe win yuebe;

4. He wucnonb3yit myosuunbii WI-FI a1 mepeaud JIMYHBIX JIAHHBIX, HAIPUMEDP /IS BBIXOZA B
coIfUaJIbHBIE CETH WJIU B 3JIEKTPOHHYIO IIOYUTY;

5. Mcnose3y#t TOJIbKO 3amuineHHoe coenuHenne yepe3 HTTPS, a ue HTTP, T.e. mpu Habope Beb-ampeca
BBOZM uMeHHO "https://";

6. B moObmiibHOM TestedoHe oTkiaoun GyHkIuo "Tlonkmouenne Kk Wi-Fi aBromatuyecku'. He momyckai
aBTOMATHUYECKOTO MTOIKJIFOUEHHUs yCTpOHcTBa K ceTaM Wi-Fi 6e3 TBoero corsracusi.

COIII/IaJIbeIe ceTu

ConuasibHble CETH aKTUBHO BXOAT B HAIIY KU3Hb, MHOTHE JIOAU PabOTAIOT U KUBYT TaM [TOCTOSIHHO, a B
Facebook y»ke 3aperucTpupoBaH MWLIHAP]] YEJIOBEK, UTO SIBJISIETCS OIHOH CEABMON BCeX JKUTEEH
IUTaHeThl. MHOTHE M0JIb30BaTeM He MMOHUMAIOT, UTO WHMOpMAIUs, pa3MelleHHas UMUA B COITUATBHBIX
CEeTSX, MOXKeT OBbITh HaWJIeHa W HCIIOJIb30BaHA KEeM yTOJHO, B TOM 4YHcJe He 00s3aTebHO ¢ OJaruMu
HaMepEeHUAMU.

OCHOBHBIE COBETHI 110 6€3011aCHOCTH B COI[UATIBHBIX CETSX:

1. OrpaHUYb CIHCOK JIpy3€ed. Y TeOs B IPY3bsX HE JIOJKHO OBITH CJIyJaiiHBIX 1 HE3HAKOMBIX JIIOJIEH;

2. 3amuInai cBoio YacTHyIO Ku3Hb. He ykaspIBaii maposiu, TesedoHsl, afjpeca, 1aTy TBOErO POXK/IEHUA U
ZIPYTYIO JINYHYIO HH(POPMAIHIO. 37I0yMBIIIIEHHUKY MOTYT HCIIOJIb30BaTh Jla’ke HHGOPMAIIUIO O TOM, KaK
THI ¥ TBOU POJIUTEJIU IIJITAHUPYETEe MPOBECTH KAaHUKYJIbI;

3. 3aluIai CBO PEIYTAIHIO - IEPIKU €€ B UHCTOTE U 33/1aBail ceOe BOIIPoc: XOTeN ObI ThI, YTOOBI JIpyTHe
MIOJTb30BATEJIN BUEH, YTO THI 3arpyskaeib? Ilogymaii, mpexie ueM 4TO-TO OIyOJIMKOBaTh, HAIUCATh U

3arpysurTh;

4. Eciiv ThI TOBOPUIIIB C JIIOIBMU, KOTOPBIX HE 3HAEITb, He HCIIOJIb3YH CBOE peaIbHOE UM U JIPYTYIO JIMIHYIO
WHGOPMAIUN: UM, MECTO KUTEJIbCTBA, MECTO YUIeObl U ITpoUee;

5. VI36eraii pazmeinenus pororpaduil B THTEpHETE, I'/ie THI H300pakeH Ha MECTHOCTH, ITI0 KOTOPOH MOKHO
OTIPEZIEJIUTh TBOE MECTOTIOJIOKEHUE;

6. [Ipu perucrpanuu B COIUATBHON CeTH HEOOXOAMMO HCIIOJIB30BATh CJIOKHBIE ITAPOJIU, COCTOSAIINE U3
OyKB U ITU(DP U C KOJTUIECTBOM 3HAKOB He MeHee 8;

7. J1J1s1 cOMaIbHOM CEeTH, ITOYTHI U IPYTHX CATOB HEOOXOIMMO UCIIOIb30BaTh Pa3Hble mapoiu. Torza ecau
TeOs1 B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH MTOJIyYaT JOCTYI TOJIBKO K OTHOMY MeCTY, a He BO BCe Cpasy.

AJIEKTPOHHbBIE JeHbI'U

DJIEKTPOHHBIE JIEHBI'U - 3TO OUEHb YIOOHBIN CITOCO0 ITaTe e, OJTHAKO CYIIECTBYIOT MOIIIEHHUKH, KOTOPHIE
XOTAT MOJIYYUTH STU JEHBIU.

SJ'IEKTpOHHbIe JEHbI'" IIOABUJ/IMCH COBCEM HEJABHO U UMEHHO M3-3a 3TOTO BO MHOT'HX I'OCy/IapCTBaX 10 CUX
IIOPp HE IIPOIIHNCAaHO IIPO HUX B 3aKOHAaX.

B Poccuu ke oHU (QYyHKIIMOHUPYIOT U O HUX Y’Ke MPOIHCAHO B 3aKOHE, I7le UX Pas3fe/IsIloT Ha HECKOJIBKO
BU/IOB - aHOHUMHBIE U He aHOHUMHbBIe. Pa3HHUIIA B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX Pa3pelraercs
MPOBOAUTH oOllepanuu 6e3 HAeHTU(PUKAIIUYA TI0Jb30BaTeNis, a B HEAHOHUMHBIX HUIAeHTH(GUKAIUS
MI0JIb30BATEJIs ABJISIETCA 00s13aTEIBHOM.

Taxke ciemyer pasyinyaTh SJIEKTPOHHBIE (UATHBIE JEHBI'W (PaBHBI TOCYIADCTBEHHBIM BATIOTAM) U
3JIEKTPOHHBIE HepUaTHBIE /IEHbI'U (He PaBHBI TOCYZaPCTBEHHBIM BaTIOTaM).

OCHOBHBIE COBETHI 110 6€30ITacHOMI pa60Te C 3JIEKTPOHHBIMH JE€HbI'aMU:



1. ITpuBsKH K cYETY MOOMJIBHBIN TesieOH. ATO caMblil y/IOOHBIN 1 OBICTPBIN CIOCOO BOCCTAHOBHUTH JIOCTYII
K cuery. [IpuBsa3aHHbBIN TesaedOH MOMOXKET, ecIu 3a0yIelrb CBOM IIATEXKHBIH IMapoJIb WIN 3ai/Ienb Ha
CaWT C HE3BHAKOMOTO YCTPOUCTBA;

2. Mcnosp3yii oiHOpa3oBble maposu. Ilocse mepexosa Ha YCUJIEHHYIO aBTOPHU3AIUIO Tebe yike He OyneT
YTPOKATh OMACHOCTh KPAKH WK [TEPEXBATA IJIATEKHOTO [apPOJIs;

3. Beibepu ciiokHBIA T1aposib. I[IpectymHuKaM Oy/ieT He MPOCTO yrajlaTh CJIOMKHBIM Maposb. HaxexHble
[IAPOJIHU - 3TO IAPOJIH, KOTOPBIE COIEP?KAT HE MeHee 8 3HAKOB U BKJIIOUAIOT B ce0s1 CTPOUHBIE U IIPOIIHCHBIE
OyKBBI, IUGPBI U HECKOJIBKO CUMBOJIOB, TAKH€e KaK 3HAK JIOJUIApa, PYHTA, BOCKIUIATEIbHBIN 3HAK U T.II.
Hampuwmep, $tRong!;;

4. He BBOIM cBOM JINUHBIE TAHHBIE HA CAlITaX, KOTOPHIM HeE JIOBEPSIEIIIb.

AJIeKTPOHHAA MOoYTa

DJIEKTPOHHAS IIOYTA - OTO TEXHOJIOTHS U IPENOCTABJSEMbIE €10 YCJIYTH IO IMEPECHUIKE U IMOJIYIEHUIO
BJIEKTPOHHBIX COOOIIEHUH, KOTOPbIE PACIPEAEIISIIOTCS B KOMIIBIOTEDHOH ceTH. OOBIYHO 3JIEKTPOHHBIN
[IOYTOBBIN SIIIUK BBITJIAUT CJIEAYIOIUM 00pa3oM: HMs_II0JIb30BATEISA@UMs_JloMeHa. Takke KpoMme
mepeiavy MPOCTOTO TEKCTA, UMEETCsI BO3MOXKHOCTH IepeZiaBaTh (haiIbl.

OCHOBHBIE COBETHI 110 Oe30TMacHOH paboTe ¢ 3JEKTPOHHOU IMOYTOMH:

1. Hago BBIOpaTh IpaBUJIBHBIM ITOYTOBBIM cepBUC. B MHTEpHETE €CTh OTPOMHBIN BBHIOODP OEeCIIATHBIX
IIOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIEe IOBEPSATH TEM, KOTO 3HAEIb U KTO IIEPBBIA B PEHTHHTE;

2. He ykaspBalli B JIMYHOW 1ouTe JIMYHyH0 wuH@opMmarnuw. Hampumep, Jydine BbIOpaTh
"My3bIKaIBHBIN_ (paHaT@" wiu "pok2013" BmMecTo "Tema1s";

3. Ucmosnp3y#l ABYXSTAamHYIO aBTOPHU3AIMI0. OJTO KOIZIA IOMUMO IIapojisi HYKHO BBOAHUTH KOJ,
MpUChLIaeMbIi 110 SMS;

4. Bpibepu CyIOKHBIH Taposib. JIJI KaXKAOTO IOYTOBOTO SIIIMKA JIOJDKEH OBITh CBOM HaZEKHBIH,
YCTOWUYUBBIN K B3JIOMY [1aPOJIb;

5. Ecau ecTb BO3MOXKHOCTb HAlIucaTh caMOMy CBO JIMYHBIN BOIIPOC, I/ICHOIII)Syﬁ 9Ty BOSMOXXHOCTD;

6. I/ICHOHI)Syﬁ HECKOJIBKO ITOYTOBBIX AIINKOB. HepBbIﬁ AJ1A YacTHOU IEepENnucCKu C aapecataMu, KOTOPbIM
ThbI IOBEPAECUIb. JTO SJIeKTpOHHbeI aZIpeC HE Ha0 HUCIIOJIb30BATh IIPU PETUCTPAIlUU Ha q)OPYMaX u caﬁTax;

7. He oTkpbIBail haiisibl U ApyTHE BJIOXKEHUA B TUChMaX, /la’ke eCJTU OHU IIPUIIIH OT TBOUX Apy3el. Jlyurie
VTOUYHH y HUX, OTIIPABJISIIH JIK OHU TeOe 5Th (haniibl;

8. Ilocie okoHuYaHHUsI pabOThl HA TMOYTOBOM CEpPBHCE TEPEN 3aKPhITHEM BKJIAAKH ¢ caliToM He 3a06y/b
HakaTb Ha "BeiiiTu".

KHﬁepﬁyJIJII/IHI‘ HWJIN BUPTyaAJIbHOC U3€BaTC/I1bCTBO

KubepOy/LIuHT - pecsieloBaHKe COOOIEHUAMU, COIEPKAIUMHI OCKOPOJIEHNsI, aTPECCUI0, 3allyTHBaHUE;
XYJIUTAaHCTBO; CONMAIbHOE OOHKOTHPOBAHUE € IIOMOIIBIO PA3JTUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOphhE ¢ KHOEPOYJUTHHTOM:

1. He G6pocaiics B 60ii. JIyumiuii cmocob: MOCOBETOBATHCA KaK cebsi BECTH U, €CJIM HET TOT0, K KOMY MOKHO
00paTUTHCS, TO BHAUYAJIE YCIIOKOUTHCA. ECyIi T HAUHEITh OTBEYATh OCKOPOJIEHUSAME Ha OCKOPOJIEHUS, TO
TOJIBKO elrle 6OJIbIIe Pa30XKKeIIb KOH(DIIUKT;

2. Ypasisii cBoel kubepperyTanuei;

3. AHOHUMHOCTD B CETH MHUMas. CYIJ_IECTBYIOT CII0COOBI BBIAACHUTD, KTO CTOUT 3a aHOHUMHBIM aKKayHTOM;

4. He cTrout BecTu XyauraHckuii o0pa3 BUPTYyaIbHOU JKU3HU. IHTEpHET PUKCUPYeT Bce TBOU JIeHCTBUA U
COXPAHSET UX. YIAJIUTH UX OyZIeT KpaliHe 3aTPYAHUTEIIHHO;



5. Cobutro1aii CBOIO BUPTYaJIBHYIO YECTh CMOJIOAY;

6. UrHopupy¥i efTMHUYHBIN HeraTuB. OTHOPa30BbIe OCKOPOUTEIFHBIE COOOIIEHUS JIyUIlle HTHOPUPOBATh.
OOBIYHO arpeccysi MpeKpaIaeTcss Ha Ha4aJabHOU CTaTUH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHHAMH, B COIMAJIBHBIX CETAX €CTh
BO3MOKHOCTH OJIOKMPOBKHU OTIIPABKU COOOIIEHUN C OIIPe/IeJIEHHBIX a/IPECOB;

8. Ecsiu ThI cBUjleTes KuOepOysIuHra. TBOU JEHCTBUA: BBICTYIUTD IIPOTUB IIPECIIEIOBATEI S, IOKA3ATh
€My, YTO ero JIeHCTBUA OIeHUBAIOTCA HETATUBHO, MO/IZIEPKAThH KEePTBY, KOTOPOU HY:KHA IICUX0JIOTUYeCcKasd
IIOMOIIb, COOOIIUTH B3POCIIBIM O (haKTe arpecCUBHOIO IIOBEZIEHU B CETH.

Moo6uabHbIH Tes1edOoH

CoBpeMeHHbBIE CMapTHOHBI U IJIAHIIETHI COAEPIKAT B cebe BIIOJTHE B3POC/IBIN (DYHKIIMOHAI, U TeIepb OHU
MOTYT KOHKYPHUPOBAaTh CO CTAI[MOHAPHBIMHU KOMIIbIoTepaMu. OHAKO, CPEACTB 3AIMUTHI /I HOOOHBIX
YCTPOMCTB IIOKA OUeHb MaIo. TecTUpoBaHUE U IOUCK YA3BUMOCTEN B HUX IIPOUCXOUT HE TaK UHTEHCHUBHO,

KakK 1J1d HK, TO 7K€ caMoe KacaeTcss 1 MOOMIbHBIX HpH.TIO)KeHPIﬁ.

CoBpeMeHHbIe MOOWJIbHBIE Opay3epbl yKe MpaKTHUYeCKH JOTHAJIU HACTOJIbHBIE AHAJIOTH, OJHAKO
pacimupenye GQyHKIMOHAIA BIEYET 32 COO0H OOJIBIIYIO CI0OKHOCTD M MEHBIIYIO 3aITUIIIEHHOCTb.

Jlasexo He BCe IPOU3BOUTEH BBIITYCKAIOT OOHOBJIEHUSI, 3aKPHIBAIOIINE KPUTHUYECKUE YA3BUMOCTH JIJIs
CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI AJIs 06e3011aCHOCTH MOOHJIBHOTO TeJ'qu)OHaZ

Huuero He sBjseTCs MO-HACTOsAIEMY OecIiaTHBIM. Bynb OCTOpOKeH, BeZb Koria Tebe IIpeiaraioT
OecrIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIATHBIE YCIIYTH;

Jymaii, mpexze ueM oTrpaBuTh SMS, ¢hoTo win Buseo. Thl TOUYHO 3HAEIID, T/I€ OHU Oy/IyT B KOHEYHOM
urore?

Heo6xon1Mo 0GHOBIIATD ONIEPAIIMOHHYIO CUCTEMY TBOETO CMapT(hOHA;
Vcnosib3yli aHTUBUPYCHBIE TTPOTPAMMEBI 7T MOOMJIBHBIX TeIe(hOHOB;

He 3arpy:xaii TpUJIOKeHUsS OT HEU3BECTHOTO HCTOYHUKA, BEb OHU MOTYT COJZIEPIKATh BPEIOHOCHOE
IIporpaMMHOe 0becIieueHue;

I[Tocsie TOTO KakK ThI BHI/IEIIH C CAlTa, T7ie BBOIUII IMUHY0 HH(GOPMAIIUIO, 3ali/I1 B HACTPOUKHU Opaysepa u
yaanu cookies;

[Tepuouyecky MpoOBEPsIH, KaKKe IJIaTHIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBOi HOMEP MOOGHILHOTO TesiedhOHa TOTBKO JIIOJSIM, KOTOPBIX Thl 3HAEIIh U KOMY JIOBEPSIEIIIb;
Bluetooth mosmkeH ObITH BHIKIIOUEH, KOT/Ia ThI UM He MOJIb3yelrbes. He 3a0bI1Bait MHOT/IA TPOBEPSITH 3TO.
Online urpsr

CoBpeMeHHbBIE OHJIAMH-UTPHI - 9TO KPACOUHbBIE, 3aXBATHIBAIOIINE Pa3BJIeUeHUsI, O0BEANHAIONINE COTHU
THICAY YeJIOBEK IO BceMy Mupy. WTIpOKHM HCCIeAyIOT JAHHBIM UM MUP, OOIIAIOTCS APYT C APYroM,
BBITIOJTHAIOT 3aZ[aHusl, CPAKAIOTCSI C MOHCTPAMHU M IIOJyYalOT OIBIT. 3a YOBOJIbCTBHE OHH ILIATIT:
MTOKYTIAIOT AVICK, OTJIAYMBAIOT AOOHEMEHT MJTU IPUOOPETAIOT KAKUe-TO OIIUMU.

Bce st cpexcrBa wmayT Ha NOAJEpKAHWE W PA3BUTHE WIPhI, a TaKKe HA caMy 0e30MacHOCTb:
COBEPIIEHCTBYIOTCSI CHUCTEMBI aBTOPU3AILMH, BBIIMYCKAIOTCA HOBBIe MaTtdu (IUGpPOBbIE 3aIIaTKH JJISA

IIPOTPaMM), 3aKPBIBAIOTCA ySI3BUMOCTH CEPBEPOB.

B HOZLO6HBIX Urpax CTOUT oOIlacaTbCA HE CTOJIBKO CBOUX COIIEPHHUKOB, CKOJIBKO KpaKH TBOETO IapoJifd, Ha
KOTOPOM OCHOBaHa CUCTEMA aBTOPpU3alluU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO UTPOBOT'O aKKayHTa:



1. Ecoim apyroii urpok BejieT cebs IJIOXO WM co3/iaeT Tebe HEMPHUATHOCTH, 3a0JIOKUPYU ero B CIIUCKE
WUTPOKOB;

2. HO)K&JnyICH A/IMUHUCTPAaTOpaM UI'PBI Ha IJIOXO0€ IIOBEAEHHE 3TOr0 UI'PDOKA, XKeJjIaTeJIbHO ITPHUJIOXKHUTDH
KaKue-TO JOoKa3aTe/IbCTBAa B BUI€ CKPHUHOB;

3. He ykaspiBaii 1muHy0 nuH(popManuio B npodariyie Urpsi;
4. YBaxkal Ipyrux yIYaCTHUKOB IO UTPE;

5. He ycranasiuBaii HeodunuaapHble TATIYN U MOJIBI;

6. Vcnionp3yl CJI0KHBIE U Pa3HbIe [1apOJIH;

7. Jaxke BO BpeMs UTPHI HE CTOUT OTK/IIOYATh aHTUBUpPYC. [Ioka ThI Urpaeib, TBOM KOMIIBIOTED MOTYT
3apa3uTh.

DOUIIUHT WIN Kpaixa JUIHBbIX JaHHbIX

OOBIYHOM Kparkel JieHeT U JOKYMEHTOB CErof[Hs y:Ke HUKOTO He y/IUBUIIb, HO C Pa3BUTHEM HUHTEPHET-
TEXHOJIOTUU 3JI0yMBIIIJIEHHUKY [IEPEMECTUIINCh B HHTEPHET, W MPOJOJDKAIOT 3aHUMATHCA 'JTIOOUMBIM "
ZIEJIOM.

Tak MosIBIJIACH HOBAsl yIPO3a: MHTEPHET-MOIIIEHHUYECTBA WK (DUIITHHT, TJIABHAA [[eJTb KOTOPOTO COCTOUT
B TIOJIyYeHUH KOHMU/IEHI[MATBHBIX JAHHBIX II0JIb30BaTEJIEH - IOTHHOB U mapoJiei. Ha aHTTHICKOM SI3bIKE
phishing yurtaercs kak ¢umiuar (ot fishing - per6Has y1oBs, password - maposs).

OCHOBHBIE COBETHI 110 6HOPBHOE ¢ DUIIITHTOM:

1. Cyieziit 3a CBOUM aKKayHTOM. ECJIM ThI 110/103peBaelllb, YTO TBOS aHKETA ObLIa B3JIOMaHa, TO HEOOXOAMMO
3a0JI0KUPOBATH €€ 1 COOOIIUTD /IMUHICTPATOPAM pecypca 00 3TOM KaK MOKHO CKODEE;

2. I/ICHO.TII)SYI‘/JI 6e30IacHbIe BeG-CaﬁTbI, B TOM 4YHUCJi€e, THTEPHET-Mara3mHOB U IIOMCKOBBIX CUCTEM;

3. Mcrob3y# ciioKHBbIE U pa3Hble Taposin. Takum o0pa3oM, ecyiu TeOs1 B3JIOMAIOT, TO 3JI0YMBIIILIEHHUKI
MOJIyYaT JAOCTYII TOJIBKO K OZTHOMY TBOEMY ITPO(MUIIIO B CETH, a HE KO BCEM;

4. Ecou Te6s1 B3710MaTH, TO HEOOXOMMO IPEIYTIPEIUTh BCeX CBOMX 3HAKOMBIX, KOTOPbIE I00aBJIeHbI Y TeOs
B IPY3bSX, O TOM, UTO TeOs B3JIOMAJIH ¥, BO3MOKHO, OT TBOETO HMeHU Oy/IeT PACChIATHCA CIIAM U CCBHLIIKH
Ha (QUIITITHTOBBIE CAUTHI;

5. YcraHoBU HajieskHBIN aposth (PIN) Ha MOOMIIBHBIHN TesledOH;
6. OTKTIOUN COXpaHeHue apoJis B Opaysepe;

7. He oTkpbIBail hailibl U ApyTHe BIOKEHU B MUCHMaX, Jla’ke eCJTM OHU IIPUIILIH OT TBOUX Apy3el. Jlyure
YTOYHU Y HUX, OTIIPABJISLIN JTU OHU Tebe 5TU HaiibL.

MudposBaa penyranusa

[udpoBast pemyramus - 5TO HeraTUBHAs WA MO3UTHBHAsg uHbOpManus B ceTu o0 Tebe.
Komnpowmerupyromas nadopMarus, pa3MelleHHast B HHTEPHETE, MOKET CEPbe3HBIM 00pa30M OTPA3UTHCS
Ha TBOeH peanbHOH xku3HU. "lubdpoBas pemyranusa’ - 3TO TBOM UMUK, KOTOPBIH (popMupyercs us
nndopmaiuu o Tebe B UHTEPHETE.

TBoe mecTo KUTENbCTBA, yqe6b1, TBOE (I)I/IHaHCOBOG II0JI02KEeHue, 0COOEHHOCTH XapaKTepa U pacCKa3bl O
OJIN3KUX - BCE 9TO HAKAIINBAETCS B CETH.

MHorue MOAPOCTKU JIETKOMBICJIEHHO OTHOCATCA K Mybukanuu JudHoi nHdopManuu B MHTepHETe, He
ITOHMMAasI BO3MOXKHBIX IOCJIEANCTBUI. ThI /la’ke He CMOXKEIIb JOTafaThCsl O TOM, 4uTo (oTorpadus,
pasMerneHHas 5 JIeT Ha3as, CTajia IPUYNHON OTKa3a IPUHATD TeOs Ha paboTy.

KommenTapuu, pazmelieHnue TBoux dororpaduil u Apyrue JelcTBUA MOIYT He HCUYE3HYTh JaKe II0cCiIe
TOTO, KaK ThI UX y/IaJNIIb. THl He 3HaelIb, KTO COXPaHWI 3Ty HH(pOpMaIHIo, Iolaaa J1u OHa B IIOUCKOBbBIE



CUCTeMBI U COXPAHWIACH JIU OHA, a TJIaBHOE: YTO MIO/IyMAaloT 0 Tebe OKpYy:KaloIlue JII0/IU, KOTOpble HalyT
U yBUIAT 5T0. HaliT mHGOPMAIUIO MHOTO JIET CITYCTS CMOKET JII000H - Kak U3 T0OPhIX MOOYKAEHUN, TaK
U ¢ HAMepeHNeM IPUYUHUTD BpeJl. ITO MOKET OBITh KTO YTOITHO.

OCHOBHBIE COBETHI I10 3aUTE NHUMPOBOU PEIyTAIUN:
1. [Tomymaii, Ipesk/ie 4eM 4TO-TO IMyOJIMKOBATh U TepeiaBaTh ¥ cebs B 6JI0Te WJIH B COIMATIBHOMU CETH;

2. B HacTpolikax npoduiis ycTaHOBU OTpaHUYEHHA HA IPOCMOTP TBOEro MPOMUIIA U €ro COJEepPKUMOTO,
cZieJiaii ero TOJIBKO "t Apy3ei’;

3. He pasmernaii 1 He yka3bIBail HHMOPMAIIUIO, KOTOPAsk MOKET KOTO-TU00 OCKOPOJISATh UK 0OUKATh.
ABTOpCKOE IpaBo

CoBpeMeHHbBIe IIKOJIBHUKY - aKTUBHBIE I10JIb30BaTes Il IU(POBOro npocrpancrsa. OgHaKo Jajleko He Bce
3HAIOT, YTO IOJIb30BAHHE MHOTHMU BO3MOXKHOCTAMH IU(PPOBOTO Mupa TpebyeT coOI0AeHUs MpaB Ha
UHTEJUIEKTYUTHHYI0 COOCTBEHHOCTb.

TepMuH "UHTEIEKTyaIbHASI COOCTBEHHOCTD" OTHOCHUTCS K PA3JINUHBIM TBOPEHUSM 4YeJI0BEUeCKOTO yMa,
HAYMHAS C HOBBIX M300pETEHHH W 3HAKOB, 0003HAYAKIINX COOCTBEHHOCTh HA IPOJAYKTHI U YCJIYTH, U
3aKaH4YMBAs KHUTAMHU, (poTorpadusamMu, KHHODUIBMAMU U MY3bIKJIBHBIMU IIPOU3BEEHUSIMU.

ABTOpCKHE TpaBa - 5TO IIpaBa Ha HHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh HA IIPOU3BENIEHHS HAYKW,
JIUTEPATYPbl W HCKyCcCTBA. ABTOPCKME IIpaBa BBICTYHAIOT B KadecTBe TapaHTHUU TOrO, YTO
VMHTEJUIEKTYJIbHBIN/ TBOPUECKUHA TpPyZT aBTOpa He Oy/leT HampacHbIM, JacT €My CIIpaBe/JIiBbIe
BO3MOJKHOCTH 3apaboTaTh Ha PE3YIbTATaX CBOETO TPY/IA, IOJIYIUTh H3BECTHOCTD U Npu3HaHue. Hukro 6e3
paspelieHusi aBTOpa He MOXKET BOCIPOU3BOJUTH €r0 INPOU3BEJEHUE, PACIPOCTPAHATH, IIYOJIMUYHO
JIEMOHCTPUPOBAaTh, IpPO/aBaTh, HMIIOPTUPOBATh, IIyCKaTh B IPOKAT, IIyOJUYHO HCIIOJHATH,
[IOKA3bIBATh/UCIIOJHATD B 9 Hpe WK pa3Meniats B lIHTepHeTe.

Hcnonp3oBanue "MHUPATCKOro" MpOrpaMMHOrO OOecrieueHHsT MOYKET MPUBECTH K MHOTHM PHCKaM: OT
MIOTepU IAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKHU TBOETO YCTPOKCTBA, T/le yCTAaHOBJIEHA HeJleraabHast
nporpamma. He cTout Tak»ke 3a6bIBaTh, UYTO CYIIIECTBYIOT JIETAJIbHbBIE U OECIIJIATHBIE IIPOTPAMMBI, KOTOPBIE
MOXKHO HAUTH B CETH.

O nmopraje
CeTeBUYOK.pd - TBOU IJIaBHBIH COBETYHK B CETH. 3/IeCh ThI MOKEIh y3HATh O 0E30MACHOCTA B CETH

MIOHATHBIM U JIOCTYITHBIM SI3bIKOM, a ITPX BO3HUKHOBEHNU KPUTUUIECKOH CUTYaIy 0OPATUTHCS 32 COBETOM.
A Taxyke IPUHATDH y4acTHe B KOHKYpCcaxX U CTaTh CaMbIM IU(POBBIM I'PakAaHUHOM!



